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I n s t a l l i n g  G B - Wa r e

GB-Ware is a software firewall installed onto a hard drive or Compact Flash disk using an IDE 
adapter with compatible PC (x86) hardware.

This guide is intended to be used as a quick reference when installing GB-Ware.  For detailed 
installation instructions, as well as alternative installation methods, see the GB-Ware Product 
Guide on the GB-Ware installation CD.

See the GB-OS User’s Guide on the installation CD for more information on configuring GB-OS.

A s s e m b l i n g  t h e  G B - Wa r e  H a r d w a r e
You may use a compatible pre-assembled PC, or assemble custom PC hardware to run GB-Ware 
firewall software. Install either a hard drive or a Compact Flash disk with IDE adapter on the 
primary IDE interface controller of the firewall hardware.

Recommended System Requirements:

•	 x86 architecture processor; Pentium-class or faster CPU recommended

•	 128 MB RAM (256 MB if using Mail Sentinel Anti-Virus and/or Mail Sentinel Anti-Spam options)

•	 512 MB ATA (IDE) compliant hard disk drive or 512 MB GTA-certified Compact Flash card with 
Compact Flash IDE adapter

•	 2 compatible network cards (NICs)

•	 1 Serial (RS-232/COM) port

•	 1 USB port or parallel (printer) port on the motherboard (for hardware key block installation)

•	 1 ATAPI (IDE) CD-ROM (installation and recovery only)

•	 1 Video card, 1 monitor and 1 keyboard (for video console use only; keyboard may not be re-
quired for operation if the motherboard’s BIOS supports booting without a keyboard)

•	 Ethernet cables: crossover cables for connections to routers or computers; straight-through 
cables for connections to hubs or switches

Optional Components:

•	 1-18 additional network cards (requires the Multi-Interface Option)

•	 Async modem (PPP connections or pager only)

•	 ISDN TA with RS-232 interface (PPP connections only)

•	 Cable modem

S e t t i n g  t h e  B o o t  S e q u e n c e  f o r  S o f t w a r e  I n s t a l l a t i o n
Power on the hardware and insert the installation CD. Reboot immediately and enter the BIOS. 
Change the boot sequence so that the hardware boots from the IDE CD-ROM drive containing 
the installation CD. Setting the boot sequence varies by hardware; the following instructions are a 
generic guide.

1.	 Boot into the BIOS (CMOS).

2.	 Set the boot sequence so that the installation CD-ROM drive boots before any other drives in 
the IDE controller ports. This will cause the hardware to boot from the GB-Ware installation CD.

3.	 Save the settings and exit the BIOS. Reboot. If the boot sequence was set correctly, the installer 
should load.
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I n s t a l l i n g  G B - Wa r e  S o f t w a r e 
After rebooting the firewall hardware with the GB-Ware installation CD, you will see the About GB-
OS Runtime Installer screen. Accept the GB-OS Licensing Agreement to continue installation.

Select a software version (runtime) and the target disk for GB-Ware, then install the runtime. The 
default runtime is GB-Ware VIDEO, which requires the connection of only a keyboard and monitor 
to the firewall.

Caution
GTA strongly recommends disconnecting any drives not intended for GB-Ware installation except for 
the installation CD-ROM drive. Installing GB-Ware on the wrong device will erase all data on the disk 
and replace it with GB-Ware. 

It may take several minutes for the GB-Ware software to install. A message indicating that the 
initialization of runtime slices 2 and 1 has succeeded will appear when the process is complete. 
Remove the installation CD. Reboot, re-set the BIOS to boot from the newly installed GB-Ware 
hard drive or Compact Flash disk, and reboot again.

Note
For more detailed installation instructions, refer to the GB-Ware Product Guide.

A t t a c h i n g  t h e  H a r d w a r e  K e y  B l o c k
The hardware key block must be attached to the firewall hardware to make GB-Ware fully func-
tional. USB hardware key blocks are plugged into a motherboard USB port. Alternatively, parallel 
port versions of the hardware key block must be attached to the parallel (printer) port; the side 
to be attached to the port is labeled COMPUTER, with arrows pointing in the direction of the 
computer.

Note
Without the key block, activation code and serial number, the software will operate in an unregistered 
mode during which the system is operational for only two users.
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I n i t i a l  C o n f i g u r a t i o n
Depending on your selection of the SIO or Video runtimes, follow the appropriate configuration 
instructions.

Note
If you installed the serial console version of the GB-Ware runtime, the video console connection mode 
may not be available. Conversely, if you installed the video console version of GB-Ware, the serial 
console version may not be available to you.

See the GB-Ware Product Guide for detailed instruction on the initial configuration of your GB-
Ware firewall.

R e q u i r e m e n t s
If using the web user interface, you will need:

•	1  crossover Ethernet cable to connect with the computer directly, or 1 straight-through Ethernet 
cable to connect with the computer through a hub or switch

•	 2 straight-through Ethernet cables, one for each required network connection

•	 1 computer with an Ethernet network card (NIC) and a SSL-compatible, frames-enabled 
browser

If using the video console, you will need:

•	 1 keyboard

•	 1 monitor

If using the serial console, you will need:

•	 1 null-modem serial cable

•	 1 computer with a serial port and terminal emulation software installed (such as TeraTerm)

We b  I n t e r f a c e
Used as the primary interface, the Web Interface is platform-independent and can be used on any 
frames-capable browser, including Internet Explorer, Netscape Navigator or Mozilla Firefox running 
on platforms such as Windows, Mac and Unix.

Connecting to the Firewall

To configure your GB-Ware firewall using the Web Interface, temporarily join a computer to the 
firewall’s default network. This allows you to connect and configure the firewall’s network settings 
to match your own network scheme, integrating it with your network.

1. Connect the computer’s NIC to the firewall’s NIC 0 using a crossover cable. (Alternatively, use a 
straight-through cable to connect the computer to the firewall’s NIC 0 through a hub or switch.)
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Note
NIC 0 is the firewall’s first logical Ethernet port/connector.

2. Back up the computer’s network settings, then temporarily change your computer’s network set-
tings (this allows you to access the firewall’s default network):

	 IP Address:		  192.168.71.253

	 Gateway/Router:	 192.168.71.254

	 Subnet Mask:	 255.255.255.0

	 DNS Server:		 none (or 192.168.71.254, if this field is required)

3. If necessary, reboot your computer to apply the network configuration.

Configuration Using the Web Interface

To configure the firewall using the Web interface, you must first log into the firewall and then run 
the Basic Setup Wizard.

Logging In to  the  F i rewal l

1.	 Start a web browser on your computer and enter the firewall’s URL into the browser’s location/
address field: https://192.168.71.254. 

2.	 If your network and cables are set up correctly, you will be prompted with a security alert dialog 
indicating that the certificate authority is not one you have chosen to trust; that the security 
certificate date is valid; and that the name on the security certificate does not match the name 

of the site.

	 Click Yes, or if your alert differs, choose the selection that allows you to proceed. (You may 
establish your firewall SSL certificate once you have logged on to the firewall.)

3.	 Next, in the login screen, enter the default user ID, fwadmin (all lower case). Then enter the 

default password, also fwadmin (all lower case). Click OK or press the return key when finished.

Running the  Basic  Setup Wizard

Upon initial login to the GTA firewall, you will be prompted with the Basic Setup Wizard, which is 
designed to facilitate the entry of basic network settings.  The firewall has default settings which 
need to be changed to match your own network settings. To run the Basic Setup Wizard, navigate 
to Wizards>Basic Setup in the Web Interface.  A walkthrough of the Basic Setup Wizard can be found in 
the GB-Ware Product Guide.

https://192.168.71.254/
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Vi d e o  C o n s o l e  I n t e r f a c e
Use this user interface only if you have installed the video version of the GB-Ware runtime.

Connecting to and Configuring the Firewall

If you want to initially configure your firewall using the video console, attach a monitor and a 
keyboard directly to your firewall (a mouse will not be used).  Then, power on your GTA firewall.

Once the GTA firewall is operational, it will display a real-time view of log messages being gener-
ated.  To log in to the firewall, press ALT and F2 simultaneously.  The default user ID and password 
are both fwadmin.

Note
For more information on configuring your GTA firewall using the Console Interface, see the GB-OS 
Console User’s Guide.

S e r i a l  C o n s o l e  I n t e r f a c e
Use this user interface only if you have installed the serial version of the GB-Ware runtime.

Connecting to and Configuring the Firewall

If you wish to initially configure your firewall using the serial console, attach either a terminal (using 
a serial console cable), or a computer with terminal emulation software (such as TeraTerm) using a 
DB-9 null-modem cable to the GTA firewall. Enter these settings for the console connection:

Table 1.1: Connecting to the Console Interface

Field Description

Emulation VT-100

Port COM port connected via DB-9 cable to the firewall

Baud Rate 38400

Data/Bit Rate 8

Parity None

Stop 1

Flow Control Hardware

After you have connected to the firewall, a login prompt will be displayed.  The default user ID and 
password are both fwadmin.

Note
For more information on configuring your GTA firewall using the Console Interface, see the GB-OS 
Console User’s Guide.
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Technical Support
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customers in the USA should call or email GTA using the telephone and email address below. International customers should contact a local GTA 
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Disclaimer
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